Infernet Safety and Responsible
Behavior Online: A Threshold Forum

Education leaders discuss the challenges to promoting Internet safety and
digital media literacy to today’s teachers, students, and parents.
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DAVINA PRUITT-MENTLE: When we talk about tech standards
and Internet safety and cyber awareness, there is a lot of new
lingo out there. Two more commonly used terms are digital lit-
eracy and media literacy. 1 thought it would be helpful to begin
our conversation by defining these terms and talking about how
they’re similar or different.

RENEE HOBBS: The best way to understand the emergence of
these different terms is to appreciate that they reflect different
communities. So let’s start with the oldest one: visual literacy.
Visual literacy represented a community of folks interested in
the designs and composition process with visual media.

Then came information literacy. Actually, information lit-
eracy came about not with a focus on electronic or digital media
but with a focus on print media and the skills involved
in accessing and evaluating
especially informational media
used for solving problems. The
community of folks who gath-
ered around that were the
librarians.

Then came media literacy, and
that was the community of folks
who were concerned about
media’s influence on society, and everything from how we do
our politics to the economic system that drives the large transna-
tional media companies and shapes the kinds of messages that
we get over and over again.

Then came digital literacy, and that community is mostly in-
terested in understanding the interactive nature of online com-
munication. So that’s how that field is becoming defined, but
we can't understand all of these as new literacies until we de-
fine literacy.

Literacy is the sharing of meaning through symbolic form.
We can share meaning digitally through interactive media. We
can share meaning through images. We can share meaning
through printed word or spoken word, so what we're really talk-
ing about is new literacies.

MATT LEVINSON: Working in schools and dealing with chil-
dren and parents, I think these words are troubling and diffi-
cult for parents to define. They’re hard for teachers to define
and for kids they don’t necessarily resonate with meaning. The
challenge for schools is to find a way to connect with kids to
be able to tackle some of these issues.

The most compelling issue that were dealing with now is dig-
ital literacy. Parents are terrified about the interactivity of some
of these online sources, a lot of teachers are unsure about how
to use the sites, and the kids just do it. We're trying to make
sense of that. We recently had someone in to work with our
faculty on how to use Wikipedia effectively, starting at the bot-
tom of the articles in terms of the resources outlined and using
that as a starting point to then cross-reference.

These are really challenging terms to make sense of for a school
community. The parents, the teachers, and the students all
have very different visions of what they mean.
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‘The role of schools is to provide a
context for meaningful discussion
about the impact of privacy [in an
online environment].’

BETTE MANCHESTER: For nine years I've worked on the 1:1 proj-
ect in Maine. As we moved forward, we paid attention and tried
to simplify the complexity of the language so that both the stu-
dents and the adults would feel comfortable dealing with the
various areas that are new to what we know as learning.

I found a brilliant description of seven literacies that are
necessary for working in the knowledge society. They were
identified through a group of researchers and include the areas
we've just discussed. We created our Center for Digital Learn-
ing around the notion that it is about learning. It’s important
to have the discussion and reflect around the various changes
in literacy over the years so that the adults in the school and
the adults out of the school can better understand the impor-
tance of working with these literacies with students.

As Matt brought up, I think it’s really important that there
be a discussion in school about
this because it’s new to everyone
and things keep changing.
We also need to bring resources
to bear on helping people bet-
ter understand how to incor-
—Renee Hobbs porate these new literacies in
classroom practices.

Many of our schools began
seeing the librarian as a key person on information literacy,
and in 2001 when we initiated our 1:1 project across the state,
the first thing that happened is we began to see many of the
students go to the library less and stay in their classroom be-
cause they had their resources there. There was a transition,
and the librarians spent more time directly educating faculty
around information-literacy practices. That was a huge sea
change for us.

To introduce these other areas, we've brought in people such
as Donald J. Leu, who directs the New Literacies Research Lab
at the University of Connecticut, to help content teachers at
the secondary level understand how to begin to work in these
digital literacies and deepen the learning that both students and
staff have around content knowledge.

PRUITT-MENTLE: The theme for this call is promoting Internet
safety, so why don't we tackle Internet safety within the realm
of digital literacy? Can someone share how you see Internet safety
embedded within digital literacy and what the role of our
schools is in promoting that?

LEVINSON: W started with the premise—maybe mistakenly—
of fear, and we brought in a cyberbully expert who talked about
Internet safety with our students and parents. He was a police
officer and had worked on cyber crimes and framed several sce-
narios that resonated with the kids and signaled to them that
this is something that we're paying attention to. They learned
who to go to in the school to talk about these issues if some-
thing comes up.

We have Internet filters in place like many schools, and are
dealing from the “keep it all out” [position] as opposed to let-
ting it in a little bit and then trying to work with kids in
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different scenarios and settings where they encounter chal-
lenging issues. Our parents and faculty were not ready to work
with that conversation, but over the course of the two years we've
had our laptop program, we're now just beginning to shift
toward letting more in because our parent and teacher com-
munity are ready and have the ability to talk with kids about
challenging situations.

HOBBS: I think that we are moving away from the original, or
first generation of Internet safety, which was very much built
on the mass media hype that came up around genuine prob-
lems that involved sexual predators and bullying. I think we're
beginning to move into another phase in which we're talking
more broadly about the unique characteristics of the Internet
that create opportunities for responsible or irresponsible behavior.
I think this is an important
shift, and so it’s a much more
positive and balanced way to
examine the question. The
question is: what are the
unique features of the Internet
that make it possible to be a re-
sponsible, or an irresponsible, ’
clc))mmunicator? Andive know resources.
what those are, right? We know

it has to do with identity, privacy, truth telling, and integrity.

PRUITT-MENTLE: And what do you feel is the role of the schools
in this realm?

HOBBS: The role of the schools is to provide a context for mean-
ingful discussion about the impact of privacy—how living in
an online environment feels private, but is very, very public.
I¢’s the school’s responsibility to help children understand how
people can play with identity online and, while there are lots
of positive and healthy things that come from that, there are
also some dangerous and ugly things that come from that.

The reason why schools are charged with that responsibil-
ity is that we spend six hours a day with children and parents
don’t. We're charged with helping them enter the 21st cen-
tury, and most parents are struggling with not having the kinds
of skills that they need to understand these new technologies.
On top of their busy lives with their jobs and raising children
we can't expect them to do that. But teachers can do that,
because it’s our obligation to prepare kids for the world they’re
entering.

JAYNE MOORE: I would like to say too that I think in schools
we have to find ways for every child to have not only instruc-
tion but conversations about how to wisely use the Internet and
other electronic resources. It is not the responsibility of one
teacher—a media specialist or a technology teacher or the Eng-
lish teacher. It really is the responsibility of everybody in that
school community to have these conversations with children.

MANCHESTER: | agree. As a former principal, my experience
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‘In schools, we have to find ways for
every child to have not only instruction
but conversations about how to wisely

use the Internet and other electronic

is that it is the responsibility of all staff. I think it’s really
important to provide students and staff with lots of opportu-
nities to use the new tools and resources and offer guidance and
support. But learning about using the new tools needs to
be taken to a different level, because so many adults need
as much education around this as the students do. School is
a great and important place for students to use the tools and
learn about Web etiquette and the Web’s importance and po-
tential dangers.

MOORE: I think Bette’s absolutely right, and this brings up an-
other responsibility of schools and school systems to provide
professional-development opportunities for teachers to un-
derstand Internet safety and then communicate it. I don’t think
a lot of the teachers are comfortable with that.

MANCHESTER: We found
that we needed to do staff
development with technol-
ogy coordinators as well be-
cause we have many folks
who work in the schools in
—_Ja yne Moore the technical realm who are

not educators but come from
the business community or
the military. We wanted to educate all of the staff so that when
there is a decision about having something turned on or off,
it’s an educational decision about learning and not a technical
decision only.

LEVINSON: One of the issues that we're struggling with quite
a bit is this whole notion of lying as a new social norm. We
just worked with a panel of kids and one of the questions we
asked them was, “How many fake identities do you have on-
line?” Across the room, in grades five through eight, the aver-
age was 10.

And you know, on one level that’s a safe thing to do, and
one of the kids said, “I dont want some creep tracking me down,
being able to find out where I live or my personal information
on my phone.” We had a parent evening that same night, and
we asked the parents about their fake identities and only one
hand went up in a room of 100. There is a gulf between the
kids and the adults in terms of the culture they're entering with
this new world that we're in.

HOBBS: That is a great example, and it also illustrates why it’s
important to frame the discussion in a way that isn’t biased. It
is a problem to even use the fake identity and to frame it that
way, because if T have a Gmail account and my university e-mail
and another e-mail I use when I go on eBay, I don’t think of
those as fake identities. I think we want to talk about how we
present ourselves online and the idea that identity is complicated
by the fact that we have anonymity. We have a non-
face-to-face situation and the other characteristics of the Inter-
net that make it easy for deception to become normative.

We want to ask kids when lying is OK and when lying is not
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OK. And then there’s another ethical dimension that’s not so
much an Internet safety issue; it actually has to do with copy-
right and attribution. The new norms of sharing are developing
because of the digital media culture, and that raises a
balance question: When is it OK to share and when is it not OK?

When one’s moving away from the fear-based approach [to
Internet safety] and into a more balanced execution of these
ideas, we can really engage kids and meet them where they live.

MANCHESTER: I think you can do the same with parents and
adults by comparing it some-
what to people learning to
drive a car. There isn't any-
one who would deny that’s
not an important thing to
do, and we know that dan-
gerous things can happen
with cars, but we need to
approach it from the im-
portance of being able to drive a car while knowing that it has
the other side.

PRUITT-MENTLE: I'd like us to now try to address Internet safety
in the media-literacy theme.

HOBBS: Let’s take the two examples we've just explored and put
them through a media-literacy perspective. The one issue that
we talked about was this idea of the anonymity that’s possible
in online environments. And anonymity actually is a key char-
acteristic of both the power and the pitfalls of online commu-
nication. And it directly addresses a key media-literacy concept
that to be effective communicators we must have a deep un-
derstanding of authors and audiences.

We always ask: Who's the author and what’s his or her pur-
pose and who's the target audience? Playing with identity in-
vites us to think about why an author might want to disguise
his/her identity, for what motives or purposes? Some of those
motives could be good and healthy and others could be dark
and disturbing.
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‘Media-literacy concepts like author and
audience are very powerful for helping kids
understand the challenges of identity and
privacy in a digital age.’
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Then let’s take another dimension of Internet safety—the idea
of public and private. One of the unique characteristics of a dig-
ital environment is that it blurs the line between public and pri-
vate. When we chat online or Twitter, for instance, it’s sort of
public and private at the same time. It leaves a footprint that
is absolutely undeniable and is not possible to erase.

The blurring between public and private directly relates to
this issue of the invisible audience and the intended audience
and unintended audience. So media-literacy concepts like au-
thor and audience are very powerful for helping kids under-
stand the challenges of
identity and privacy in a
digital age.

Another set of media-
literacy concepts that are
relevant to Internet safety
—Renee HObbS are the concepts of repre-
sentation and reality,
because online environ-
ments create unreal realities. When we go into Second Life or
World of Warcraft, for instance, we enter worlds that have many
characteristics that feel like face-to-face communication, but
we’re sitting in front of a screen.

We have to help kids understand how it is that an environ-
ment—a set of zeros and ones—essentially can be constructed
to create the strong emotional feelings we get when we play World
of Warcraft or when we play that cool Scrabble game with the
guy in Finland. Or at least we think it’s the guy in Finland. In
some ways the media-literacy concepts are really useful tools
for kids to think through their responsible behavior online.

LEVINSON: In trying to tackle these issues, and somebody
made this point earlier, it’s not the responsibility of the librar-
ian or the media specialist. It’s the responsibility of the teach-
ers teaching in context. So in the course of a research project,
kids are looking at print and online resources and moments come
up about a questionable piece that they find online, about
who the author is or what the motivation behind that author-
ship is.

They need to learn how to make sense of the bias that’s
inherent in some of those sources. But unless there’s professional
development for teachers about how to enter into those
conversations, then the teachers leave the classroom having
missed that moment and they come to me or they go to the li-
brarian, and how am I supposed to handle this situation?
They've lost that teaching opportunity that arises in that mo-
ment, because those come up in every discipline over the course
of the day from every age group, starting as young as kinder-
garten and first grade.

HOBBS: That’s a really great point, Matt. I've seen that over and
over. Teachers will say they could see there was an opportunity
to introduce a powerful concept but they didn't know how to
do it or they weren’t confident enough. Teachers learn when
they see stuff modeled, so it’s important for teachers to have
professional-development experiences where they get a chance
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to see that kind of use of critical concepts deployed in a real-
world context.

MANCHESTER: At the beginning of our project, the professional
development we focused on was the use of e-mail with students
and teachers, because back in 2001 there were still teachers who
were not comfortable using e-mail. But as teachers progress in
their use of tools and resources they need ongoing professional
development, opportunities that are embedded in their work,
and the chance to work with their colleagues to better under-
stand new resources as well as how to use the resources they
have before them. They also need ongoing development around
things that may be out there that no one is aware of, things
that are coming through the pipeline.

PRUITT-MENTLE: I think everyone has hit on professional de-
velopment as the real key to
our students’ online education
and social development. I'm
interested in what we can do to
proactively make sure that stu-
dents are media literate and
digitally literate when we can’t
really define it or measure it.

MANCHESTER: I think there

are things that can be done at

the local level, the district level, and the state level, as well as
nationally. What we found to be extremely helpful was to first
make sure that we have tools available for the teachers—in their
professional development or in their work with students—
that can help them learn about the resources available but ac-
tually scaffold both the teacher’s experience and the student’s
experience. For instance, using ePals as a method for teaching,
or giving kids safe e-mail or blogging opportunities.

At the same time, it’s important that we have clear policies
in schools around the use of computers, the use of cell phones,
etc. What we found to be helpful was to work with people at
the state level, at the federal level—working with the folks that
developed NetSmart—working with our Attorney General’s
office and with our Internet task force. The leaders in these
organizations worked with the principals or associations,
superintendents’ association, and school boards association to
develop a set of policies that would help guide schools to have
better practices. We put a group together that worked for a year
to develop these policies and that has encouraged schools to
use or adapt the policies and incorporate professional devel-
opment along with the policy implementation.

What we found in some cases is that if people didn’t
have helpful policies in place, they could get into real trouble.
This was a way of doing both—having the policies but at
the same time supporting the new learning with professional
development.

LEVINSON: One of the comments made earlier was about par-
enting and that some of the responsibility may be shifting
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‘[Teachers] need ongoing professional
development to better understand new
resources as well as how to use the
resources they have before them.’
—Bette Manchester

toward the schools in terms of educating and talking with kids
about digital literacy and ethics. We've done a lot of parent ed-
ucation over the last two years. We had an evening in April with
some parents about how to manage Facebook. A lot of parents
are looking to the school for guidance on social networking,
and they have no idea how to talk to their kids.

We've found that we've chipped away a little bit at the abil-
ity to communicate effectively with kids through the parents
by teaching them. Some of them didn’t even know how to get
on Facebook or what it looked like. We started by explaining
it in such a way that they could then have a conversation with

their kid.

MOORE: One of the other pieces of this is looking at how we've
evolved from the knee-jerk reaction of several years ago to just
block everything. In some cases, what’s really critical is that the
IT people are talking to the ed-
ucational staff and thinking
about why some things should
be used instructionally, why it
makes sense, and then figur-
ing out a way to safely be able
to stop blocking many of these
applications.

I work with the chief tech-
nology officers in our 24
school systems, and one of the
things I see them doing is trying to figure out how to create
safe environments with some of the Web 2.0 tools for kids. Some
of it is using these tools on their [internal] Internet so the stu-
dents aren’t going out to the world, sort of simulating what the
applications would be like if students were allowed access
beyond the school walls. They're also looking at their school
networks and figuring out how they can make those tools
safe. They’re also talking with the educators and working on
how to safely allow the students to communicate with kids in
China without the students communicating with everybody
in the world.

I'm really encouraged by the conversations I'm hearing and
by the ways people are trying to figure out how to do all of these
things in our environment. I think that’s another critical piece
for school systems to think about.

MANCHESTER: We have 240 school districts and a constantly
changing group of folks who may be working in those tech-
nology roles. It’s a matter of continual conversation, continual
workshops, to help people make those decisions as part of the
school-based team. We found that many of the districts thought
that the technology coordinator should be making all of those
decisions, and now it’s moved to a shared responsibility. But I
think that change has happened as a result of ongoing
conversations and collaboration to make it more about the learn-
ing that needs to go on in schools.

PRUITT-MENTLE: Several of you have brought up social
networking. 'm sure our readers would like to hear about the
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positive aspects of students using these tools as well as the flip
side or the drawbacks and some of the legal concerns.

LEVINSON: A colleague of mine teaches high school in Wash-
ington, D.C. She used Facebook in a 10th grade world history
class. Actually, her students came up with the idea for their 20th-
century China topic to set up a page for Mao Zedong, a page
for Chiang Kai-shek, and a page for Deng Xiaoping. They
posted pictures, created friend lists, posted things on the wall,
and ended up having conversations and doing all sorts of re-
search using Facebook.

To even do that project, she checked in with the head of the
school to see if this was something that the school was com-
fortable with. The teacher
said the kids spent more time
on this project than anything
else she had done all year. It
was a tool that they’re using
all the time, but it had an in-
structional purpose tied to it.

MANCHESTER: The more
the work is tied to instructional purposing the better chance
you have of making it successful. If it’s not tied directly to an
instructional purpose, there’s a real danger of having it become
just a place for kids to play.

HOBBS: I agree that having a clear instructional purpose is re-
ally important. That's why, instead of emphasizing the use of
Facebook or MySpace, I like to encourage students and teach-
ers to think about the other kinds of social-media tools that make
it possible to engage in a wide range of activities that are re-
lated, for instance, to citizenship.

Last fall I was delighted to be able to create a set of curricu-
lum materials related to the presidential campaign of 2008 in
which we looked explicitly at social-media tools for building
civic engagement. I think it’s probably more productive, and I
guess 'm underlining Bette’s point about focusing on how so-
cial media can be used for instructional goals.

PRUITT-MENTLE: Before we end, I wanted to make sure we talk
about what needs to be done to send the messages or to help
promote digital and media literacy in the schools and at home.

HOBBS: Why hasn’t the TV industry gotten into the business
of helping parents understand the complicated world their chil-
dren are living in? We really haven't seen many programs tar-
geting parents from the mass media, and they are the most
powerful educator of all. ’'m sure a series exploring digital media
and the lives of young people would be of interest to parents.

MANCHESTER: I would agree. I think any information that can
come from other agencies or institutions is helpful. I know our
experience in working with the attorney general’s office, work-
ing with the crimes task force, and working with the police helps
parents understand that it’s a community issue or responsibil-
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‘A lot of parents are looking to the
school for guidance on social
networking, and they have no idea how
to talk to their kids.’

ity. I think anything that can be done in that realm is really to
the benefit of our children.

HOBBS: That’s a nice way to put it—a community responsi-
bility—because if it’s just pushed down to the level of parents
and teachers, that is antithetical to how we solve problems in
our culture, how we address big educational shifts like the one
we're living through right now. Everyone’s a stakeholder and
everyone has to be part of the solution.

MOORE: In Maryland, and I know other states have had sim-
ilar initiatives, our attorney general has started
a program that’s called C.L.I.C.K.S., which stands for Com-
munity Leadership in Cyber
Knowledge and Safety. He's
done a series of forums
around the state and we
have representatives from
the state police talking about
_Matt Levinson the safety isst}es', b.ut really
the emphasis is instruc-
tional. It’s for community
leaders and parents and teachers to take on the charge of
helping our kids become safe and be able to use the tools. I think
programs like that are good.

I also think we must make sure to get it into the curriculum.
We have technology and information-literacy standards in
Maryland, but they’re not intended to be standalone; they’re
intended to be embedded into all content areas. To do a bet-
ter job of that and to create some best practices and some
models for that would also go a long way.

And I think we can’t ignore what every one of us agreed on:
the professional-development piece. We have to make sure our
teachers feel comfortable having the conversations with kids,
and that they model the behaviors.

LEVINSON: I just want to say that we have a great opportu-
nity right now because we have our first digital president.
Obama made such use of technology in harnessing his cam-
paign and his election and he’s a parent and a lot of people
look to him as a role model. It would be great if there were
some way to highlight the positive uses he’s made of technol-
ogy and how he formulates his own family in terms of the guide-
lines that they use. That would be a great platform for people
to follow. cee
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